Loveen Kumar Gupta
Flat#1202, Tower#4, Panchsheel wellington, crossing republic society.

Ghaziabad-201009. loveengupta@gmail.com  9873347711,DOB 8/7/1988

A NetDevops engineer with a skill of developer and insight of a network and security engineer. I have vast experience in Cyber security,cloud,ISP environment .I am a SDN Enthusiast with over 8 years of experience seeking a suitable position and responsibility in ISP / Enterprise /Data Center/Cloud platform wherein I can leverage my netdevops skill  to provide next generation network/security solutions coupled with automation and SDN frameworks and will help organization to realize the terminology of infrastructure as code.
Core areas of working involves SDDC ( using vmware NSX-T) , underlay orchestration using Open daylight controller, integrating ticket management tool to network devices so as to automate configuration( this is complex part involve lot of programming involving python, java, Rest APi’s , HTML,CSS,Django,config management tools like Ansible , puppet)

KEY STRENGTHS
· Advanced programming in Automation language like python, JAVA (Multithreading) ,using Automation tools like Ansible using yaml playbooks. Thorough understanding on modeling languages like XML,JSON,YML,YANG and parsing one into another using inbuilt libraries of JAVA and python
· From running back end scripts to analyzing them in front end using HTML,CSS,DJANGO,BOOTSTRAP
· Worked extensively on customized Ansible module and playbook creations to make changes in networks

· Knowledge on software lifecycles like Agile,scrum

· Expert understanding and extensive code development  using vendor specific REST API’s to provide configuration management/orchestration for network platforms like NSX,Cisco ACI , Juniper contrail , Openflow  to help in realizing reach the position wherein infrastructure as a code will work and new devices having inbuilt Rest API’s like palo alto , f5, Cisco ACI

· SDN – Open flow Protocol utility involving Openvswitch switch Agent and SDN controller ( RYU,Minninet),Juniper SDN Solutions using Contrail

· SDN-OPENSTACK Knowledge and python based API's ,Docker,Kubernetes based networking
· Networking hardware and software related to vendors Cisco ,Juniper,F5,Huwaei,Brocade,Checkpoint,Palo Alto,Fortinet,Redhat linux,cumulus networks,white box switches like PICA8 etc
· Expertise in handling Linux environment and directories and well aware of linux functionality using linux bash shell

· Security implementation involving ASA 55XX,Juniper SRX using Skynet ATP,Checkpoint,Palo Alto,Vyatta ,Fortinet Firewalls,NGFW using Sandbox Technology to mitigate malware threats

· Network access control protection using identity management and access management tools like Cisco ISE,Iron port,Blue coat Proxy,DLP,

· Load Balancing implementation involving Big ip F5 (5050 3900 4000),NETSCALER.Cloud Load balancer

· DATA Center and cloud implementations on AWS,AZURE,IBM Soft layer and Private Cloud implemenattion involving VMWARE NSX(Logical Distributed Routers,Switches,Firewalls,EDGE NSX),ESXi Hypervisior VSphere switches NEXUS ACI,Juniper Contrail 

· WAN network,Enterprise switching,MPLS L2/L3 VPN,IPSEC VPN,PFR,SD-WAN Solutions using PFR(,FLEXVPN,DMVPN,QOS,NNI(TypeA,B,C) 

 TECHNICAL SKILLS
Programming: - Python Automation scripts using threading,Netmiko,Napalm,JSON Objects,JAVA (core and advanced)frameworks for orchestration and integration of services on platforms like Openstack , Vmware v realize or with any custom solutions provided by any integrator.For front end portyal of network device details using Django,HTML,Flask , Bootstrap 
Automation tools :-  Ansible, Ansible play-book , YML script and host file , custom and  in built device modules for various vendors like  PYEZ for Juniper, self-made Ansible module for environment specific utility 
Vmware:-NSX,Vsphere ,VRealize Automation,VRealize orchestrator to build application centric SDDC,DLR,EDGE Cluster,Uplink Profiles,Transport Zone,Controller Cluster,Rest API call on NSX manager
Cloud:-EC2,VPC.AWS Direct Connect,VPC,Cloud based VPN solutions involving IPSEC,OPENVPN,SSL VPN,Express Route VPN on Azure,Inter server and Intra server communication using security group rules
Security:NAT implementation(StatIc, Dynamic,Object,Twice,Source,Destination),Zone based Firewall filtering,Screen options,Packet Capture analysis using Wire shark,ips,Cloud based firewalls,Access policies,SSL VPN,Identity Firewall policy,Modular policy framework,ISE,IPSEC,GRE over ipsec,DMVPN
Load Balancing:- Virtual Servers,Pool,Nodes,SNAT,IRules(making and editing existing Irules using irule editor or Notepad ++),IAPPS,TMSH,SSl offloading , Certificate management,I control , Rest API , Anisble for config management using F5 modules 
Networking:RIP,OSPF,BGP,EtherChannel,VLAN,MPLS,TE,L3VPN,L2VPN,HSRP,VRRP,GLBP,switching,IPSec,load balancing,LDP,VRF,VRF lite,Network design,DATA center,fabric path,VPC,VDC,VXLAN,BGP EVPN, VTEP,SD-WAN,Cisco IWAN
SDN:- OpenFlow ,Flow tables,FLow,Groups,Exceptions,Meters, Controller,Switch Agent,Northbound API, South bound protocols,Openvswitch,cumulus network,ONOS
Pursuing to acquire skills : Penetration testing using Python, Cyber security protection using machine learning,NAC(Network access control),End point security,CISSP,CEH ,Deep Learning algorithms
WORK EXPERIENCE

IHS MARKIT

Designation-Senior Associate-Solution Engineering - Feb 2018-Till Date
Working as Solution Engineer on projects for company supporting around 500 financial and banking customers. Involved in creating Software defined Private Cloud using Automation/development tools like Java(karaf),python,ansible for company and working on various POC’s from vendors like Cisco,Vmware ,juniper and open source technologies like Open Daylight and ONOS
Role:1)Integrating existing underlay with software defined overlay , currently have 7 data center which need to be evolved to private cloud using mix of open source and vendor specific solutions to create app centric network using infrastructure as code approach
2)Working on LAB/TEST environments using JAVA/Python and config management tool like ansible to create IAAS
3) Running tests POCs from various vendors like Cisco ACI , vmware NSX, Juniper Contrail to provide optimum solution for private cloud coupled with Orchestration

4) Working on Solution for underlay based on Juniper Contrail to provide MPLS based connectivity between Data centers and Public cloud using Segment routing and MPLS traffic engineering as inter data center connectivity is based on MPLS L3 VPN’s, the infrastructure has more than 2000 vrfs for customers due to the complexity of financial business and hence MPBGP as underlay, looking for solutions on open source as well using Open daylight controllers 

5) Created SDDC using vmware NSX-T, aspects worked on it involved

a) Creating manager, controller nodes from scratch on KVM/Hypervisor, creating controller cluster, edge cluster , uplink profiles , VDS, Transport Zone,Tier 1 and Teir 0 routing , DFW using tags and nsgroups , created scripts to automate firewall rules using API calls using VRO/VRA 

6)Working on projects to Automate new software defined private cloud using config management tool like Ansible

7)Working on Software defined kits and REST API’s using python and Java for vendors like Cisco.vmware,juniper,f5,palo Alto to automate and spin up new infrastructure on demand
8)Leveraging config management tools to work into making infrastructure as code feasible
9)Working on existing projects to migrate services to NGFW mainly palo , checkpoint , cisco firepower and juniper SRX

10)Working on IPS deployments and inflobox setup for new private cloud

11)Working on projects to create hybrid cloud by integrating self-private cloud and AWS,Azure

12)Looking into Aspect of CI,CD to raise AWS infrastructure like EC2,VPC,S3,Route 53 on demand

13)Working on project to remove traditional vendor switches in underlay with open source options like openVswitch,cumulus,white box switches
14)Working on new project to integrate Cisco ISE into existing infrastructure for identity management

DCM DATA Systems

Designation-Specialist December 2016-Jan 2018
Working as Specialist looking after automation, orchestration,Security,NAC,Network,Identity Management,End point protections, Network design and implementation of clients of North American region of Comcast ISP

Role:-1) Understanding Customer requirements and preparing designs along with solution designers during kick off calls involving customer contacts, Project manager and act as per-sales support

2)Translate Requirements, Design and Solution Architecture deliverable into infrastructure specifications 
3)Implementation of customer sites based on agreed solutions ( standard or nonstandard as per portfolio)

3)Taking calls with customer contacts during service activations

4)Undertaking Change requests for customer. Changes include design changes,upgrades,equipment replacements

6)Looking after managed and UN managed sites of customer 

7) Look after the Data center setup of ISP hosting cloud solutions

8)Point of contact for project manager to look after various queries and issues of customer during the transition and service delivery stage

9)As an implementation Specialist looks after diverse portfolio of solutions of customer based on Ipsec VPN,MPLS  VPN,DMPVN and DATA CENTRE implementations involving Firewall rules, F5 Load balancer configurations 

Projects Worked on
1) General Auto parts : Look after 20K stores and 500 plus sites connectivity and data center setup involving both overlay and underlay network setup involving vxlan over EVPN using BGP for customer. Managing public(AWS,softlayer)/private cloud /Hybrid Clouds involving firewalls like SRX 5400, ASA 55XX , Checkpoint ,Palo Alto and also setup that involves sites to be build over MPLS and IPSEC vpns using devices Cisco ( 800,1900,2900,3900,ASR 9K,12k,7200,XR) and Data centre technology including vxlan ,vtep and switches like NEXUS ACI 9K,NSX,ESXiHypervisor,Juniper Ex3200,2200,4200 ,MX960,MX480,NXoS,Cisco ASA 55XX , Juniper Juniper SRX 210,220,3600,5400and F5 load balancer. From Public cloud perspective working on EC2,VPC,AWS Direct Connect technology and solutions. Configuration on devices, lasing with ISP and facilitate muti-vpn setup as per site requirements on MPLS circuits involving latest SD-WAN technologies mainly i-wan using PFR . Looking after Configuration for sites working on DSL and using Firewalls like Juniper Juniper SRX 210,220,3600,5400and ASA 55XX.Implementing new SD-WAN solutions for sites using Cisco IWAN based on DMVPN and PFR.Looking after network access control and end point protection mechanisms using Cisco ISE,Syamnatec End point protection softwares.in addition to above devices automate lot of tasks in data centre using JAVA SDK in Vmware NSX and integrated it with ticket tools like servicenow for private cloud .Created Automation scripts to streamline tasks which involve same kind of repetitive tasks 
2) RICOH:Looking after the Migrations/upgrades,changes  involving different ISPs location wise and work on different set of devices of different vendors ( Cisco,Juniper,Huwaei)

3) Did migrations/implemented new solutions for customers like Wells fargo,H.B. Fuller,Henkel,Bostik using Ansible/Python configuration management tools
DCM DATA Systems

Designation-Specialist May 2016-September 2016
Working as Specialist looking after network design and implementation and config management using Automation framework like Python/Ansible of clients of North American region of Com cast ISP

SITA

Airport Hub Networking

Designation-Network Deployment Specialist,PSBD October 2015- May 2016

Role-Part of SITA provisioning team of Specialists taking care of designing, provisioning of SITA Airport Hub solutions. Worked as a Automation engineer for ip config management and orchestration for creating private cloud with an insight of infrastructure as code
Key Accountability

1 Configuration of IPVPN hub equipment’s at various CAT1,CAT2,CAT3 countries.

2 Preparing design for the airline customers and discussing solutions in kickoff calls

3 Configuring Hub routers, cascaded routers, switches of juniper,cisco,alcatel make

4 Handling migration of airport hub services and taking ownership of making the migrations successful 

5 Liaising with various ISPs like OBS,Etisalat,CMC,PCCW,Verizon,Telstra,XO during new or change services.

6 Acceptance testing with customer and handover of services to customer

7 Handling Change requests of airline customer and implementing them as per nature of complexity and deciding the factors of outage as well

8 Implement design changes to deliver part of the Service in case some comments are delayed / do not

Work

9 Consideration of NNI partners to be used and kind of NNI to be used ( Type A and Type B)

10 Attend calls together with pre-sales, PM and customer at beginning of projects

11 Provide technical pre-sales support to customer 

Projects worked on:
Key member of APH700 program which look after setup at AIRPORTS across globe with following working aspect

1)Designing of Data Centre solutions involving firewalls ( SRX 210, SRX 240,SRX 3600,ASA 55XX) ,core switches (Cisco and juniper made), WAN switches EX3200,2200,4200 and WAN routers ( Cisco 2900.3900,1900)  and corresponding configuration on PE MX960,MX480,MX2020,ASR9k,10K,IOS XR,CRS

2) Configuration of Juniper EX3200,EX220.EX4200.Cisco 800,1900,2900 at CE side for Type0  setup ( Primary and back link over fiber)at CE side and juniper MX480,MX960 ,ASR 9K,12k,IOS-XR at PE side

3)Configuration of Juniper Ex2200,3200 switches, Cisco 1900,2900 routers for Type 1 setup ( Primary over fiber and secondary over DSL with IPSEC connectivity)

4) Configuration of Juniper Ex2200,3200 switches for type2 setup ( Both primary and secondary over over DSL with IPSEC connectivity)

5) Created Python scripts and used Tools like Ansible for automated installation of Routers and switches at sites

6)Public and private Cloud management involving AWS,SOftlayer,AZURE Cloud involving technologies like EC2,VPC,AWS Direct Connect ,Express VPN,Express route and Data Centre devices like NEXUS ACI 9K , VMWARE NSX,ESXi,Juniper Contrail Solutions

COLT 

IP solution implementation 
Designation – Senior Engineer, Service delivery June2014-Oct 2015
Role - part of a European team of engineers taking care of IP Configuration and Service Activation of COLT international IP VPN networks, VoIP,Security and associated products.

This team of highly experienced engineers will have responsibility for delivering highly complex and tailor-made customer IP VPN, Access and VoIP Solutions for IP Corporate customers across Europe.
Key accountabilities

Final configuration of IP VPN networks and Ip access(internet) networks:

Prepare configuration templates with given data in COLT Order management Systems

Apply configuration on Customer Routers and COLT Access Routers

Service Activation for IP and VoIP products

Proactively calling the technical customer contact for acceptance testing

Do acceptance testing with customer

Manage and coordinate related tasks assigned to other support units in Colt which involvement is

needed to manage Service installation

1) Maintain a clear and accurate record of events throughout order live time utilizing COLT’s Order

Management Systems

2) Provide a technical interface to customers whenever efficient Service Activation requires so

3) Perform technical audits and analyze customer networks

4) Provide technical concept / action plan how to proceed after analysis

5) Implement config upgrades to apply latest engineering concepts
6) Support bulk infrastructure changes / Provider migrations
7) Create Work instructions for IP Config changes to prepare bulk changes

8) Implement bulk configuration changes for Services to be migrated to new platform

9) Propose / implement workaround solutions in case Bespoke solution does not work

10) Implement design changes to deliver part of the Service in case some comments are delayed / do not

Work

11) Provide technical per-sales support

12) Attend calls together with per-sales, PM and customer at beginning of projects
Key projects undertaken:

Primary engineer for final configuration of below few customers involving end to end delivery and service activations with customer

1) Europcar: Date centre servers security implementation using Cisco ASA 55XX,Checkpoint Firewalls.3000 sites across PAN Europe with solution like MPLS L3 VPN over fiber ( CE and PE configuration ) including configuration of VRF ( multi vrf site specific) on CE ( juniper EX200,EX3200, Cisco 800,2900,1900)  and PE routers (MX960,MX480,MX2020,ASR9K,10K,BRAS, CISCO XR)COS configurations, routing protocols as per site requirement Along with router reflector configuration on core routers juniper (T4000,T320,PTX) 
2) Prudential insurance: Managing IBM softlayer Vyatta  Cloud based firewalls for customer and other Private Data centre Firewalls like cisco ASA, Checkpoint Looking after the configuration of NNI partners in ASIA ( Telstra), AMERICA(XO)mostly type A setup. Solutions involving primary connectivity over dark fiber( 100 Gig links) and secondary over MPLS cloud. Devices included juniper EX3200, EX220,EX4200 and cisco 3750, 3900,Cisco 7200 on CE side and on PE side (MX960,MX480,MX2020,CISCO XR,BRAS,ASR 9K,10K).Overall 2500 locations across globe. 

3) NN insurance : Managing AWS and AZURE Cloud solutions for customer involving EC2,VPC,AWS Direct connect, Express VPN,Express route and IPSEC solutions for public cloud of customer.Looking after the customer with site specific requirements mostly on dark fiber ( 100 gig links) in PAN Europe. Solutions include setting up enhanced resiliency options like load balancing configuration of CE devices and load balancing on PE devices .Remote setups involving DSL having Juniper Juniper SRX 210,220,3600,5400and cisco ASA 55XX are involved as gateway for hosts

4) Thomson Reuters : A setup in its own kind in which PE are setup specifically for TR ( MX480) and connectivity to various sites are made over dark fiber with CE devices including ( Cisco 3900  ( router as gateway) and EX2200 and EX3200 ( LAN switches ).Automation of configuration via Python scripts and doing changes in scripting codes as per new demands 

5) using Python scripting, implemented very large projects involving migrations and changing configurations in rapid span of time which could have taken few months and lot of resources

Overall handled 90 customers for COLT for which I was primary engineer and involving working of solutions incase design fails. Putting it up with design teams and helping them to create end to end designs

TECH MAHINDRA LIMITED    

BELL_IPVPN, NARCS Extended team                                 

Designation - Sr. Network Engineer (Networks), Jan, 2011 – May,2014

Project – BELL_IPVPN is to provide configuration of CE and PE router for VPN services provided to Bell end customers. As Bell NARCS team, we provide the configuration templates and share with provisioning teams. These requests come as New/Add/Change/Disconnect.

Client   – BELL, a Tier 1 ISP and is the largest telecommunications company in Canada. Bell provides its customers a wide range of communications products and services including data, Internet protocol (IP), voice, wireless, entertainment and video.
Job Responsibilities   
· As Senior Engineer, handles escalation from team members, assignment of tasks and taking follow up, project related training to new members.

· IPSEC Configuration on Firewalls like Juniper SRX 210,220,3600,5400and ASA 55XX,Checkpoint based on customer requirement 

· Responsible for providing configuration templates of CE and PE routers (comprises of Cisco 881, 887VA, 1921, 2951,EX3200,ASR1000, MX960,MX480,MX2020) and core routers T4000, PTX for route reflector configuration  for the new site of end customers of Bell, Canada.

· To provide configuration of the Core network devices (comprises of Cisco 4500, 6509, 7609, 12000) for new services offered to the customers.

· QOS configuration on devices depending upon customer requirement 

· Node,Pool,VIP configurations for customer 

· Responsible to coordinate with IP enabling team, Client Service Managers, various project related team for customer specific technical details.

· Coordinate with customers for any request of change in existing service and provision them.

· Coordinate with major Service Providers of Canada like Bell, Alliant for offering the services to end customers where we have no last mile presence and vice versa for customer specific technical details. 

· Decommissioning of the services for disconnect sites.
Projects worked on
Canadian imperial bank of commerce:

Worked on Mostly 3g/4g solutions as back up and primary via any other media’s.CE devices mostly include Juniper J 2320,2350,J4350 and Cisco 800,1900,2900  and PE configurations on MX480,MX960, ERX1400, ASR,Juniper SRX 210,220,3600,54009K,12K,IOS-XR

Bank of Nova Scotia: Worked mostly on CE routers configurations and troubleshooting with customer specific solutions.

LOTTO quebec:CE and PE (MX960,MX480,MX2020)configuration of devices involving devices like cisco switches and juniper switches at LAN side and PE routers at WAN side.Mangaing and defining access policies for customer data center firewalls ( CISCO ASA 55XX , Checkpoint)

Taking care of around 50 corporate customers for Bell
EDUCATION 
  10+2 from J&K board of school education with 83.6%
  BE Electronics Engineering from MITS Gwalior with an aggregate of 68.7%. 
   MS (Telecommunication and Software) Engineering from BITS pliani Rajasthan.
TRAINING 
· Attended training for Junos Service provider(JNCIA,JNCIS.JNCIP) from DATA cipher limited,banglore
Certification

JNCIS –Service provider 

JNCIA,CCNP-Security
